ABSTRACT Cognitive radio (CR)-based Internet of Things (IoT) system is an effective step toward a world of smart technology. Many frameworks have been proposed to build CR-based IoT systems. The CR-based IoT frameworks are the key points on which this survey focuses. Efficient spectrum sensing and sharing are the main functional components of the CR-based IoT. Reviews of recent SS and sharing approaches are presented in this survey. This survey classifies the SS and sharing approaches and discusses the merits and limitations of those approaches. Moreover, this survey discusses the design factors of the CR-based IoT and the criteria by which the proper SS and access approaches are selected. Furthermore, the survey explores the integration of newly emerging technologies with the CR-based IoT systems. Finally, the survey highlights some emerging challenges and concludes with suggesting future research directions and open issues.
I. INTRODUCTION
The advancement in technology has caused an explosion in the number of devices connected to the Internet. Intel is projecting that the number of connected devices would reach 200 billion by 2020 from the 2 billion devices in 2006 [1] . Also, according to Business Insiders, it is predicted that by 2020, 75% of vehicles will come with built-in Internet of Things (IoT) connectivity [2] . Therefore, with the unprecedented growth in the number of devices connected to the Internet, i.e., IoT, more and more challenges are emerging everyday. Nowadays, IoT applications are seen everywhere. In the last few years, many new terms associated with IoT has popped up, such as, but not limited to, smart health, smart cities, smart homes, smart transportation, smart agriculture and smart industry. Hence, the deployment of IoT systems will provide significant savings and revenues in many areas, in particular in providing monitoring and maintenance solutions. Therefore, this growth has forced businesses to adopt different strategies to cope with this exponential growth and the challenges associated with them, such as allocating sufficient spectrum bands in IoT applications. That includes transmission performance degeneration, spectrum scarcity,
• avoid radio jamming and interference based on the selected Spectrum Sensing (SS) approach,
• support switch to power saving protocol,
• improve communication quality by using higher bandwidth services, and
• improve Quality of Service (QoS), since the availability, suitability and reliability will be enhanced.
New spectrum resources can be gained by allowing non-licensee users, i. e., Secondary Users (SUs), to share a licensee users, i.e., Primary User (PU), bands such that PUs should be always protected from SUs interference. Therefore, CR users must consider protecting the PUs over any other interest. There are three CR paradigms (i.e., schemes) by which a SU can share a PU's spectrum band, these are: overlay, underlay and interweave. For overlay and underlay schemes, a SU can coexist with the PU without interference or with a minimum interference, since in underlay scheme transmission power of the SU should never exceed some limit, while in overlay scheme there is no such constraint; however, the SU should have a full knowledge about the PU's signal, so that the SU can generate an orthogonal signal to the PU's signal to eliminate interference. In the interweave scheme, a SU is allowed to transmit if and only if a PU is not utilizing its spectrum band; nevertheless, if the PU resumes its activity, the SU should leave the spectrum band by either switching to another band or by ceasing its activity if no vacancy exists.
The CR works through a cognition cycle with four functional phases which are sensing, decision, sharing, and mobility. The cognition cycle begins with SS phase through which the available spectrum resources are detected over the selected spectrum band using different SS approaches. Based on the detection results, the decision is made to concurrently share the band, or to cease transmission in that band. Once a CR decides to exploit the band, a proper Medium Access Control (MAC) protocol is employed and power allocation should be considered to satisfy the PU protection. Finally, switching from band to another is performed through the mobility phase. This work initially discusses the main design factors of CR-based IoT systems. Moreover, the work reviews the most recent research works related to SS and spectrum sharing approaches, classifies the approaches, discusses their IoT applications, and introduces the criteria of selecting the most appropriate SS approach and MAC protocol for the CR-based IoT system. Furthermore, this work reviews and compares the applicable MAC protocols employed in this area. In addition, this work discusses the integration of emerging technologies with CR-based IoT systems. Finally, this work considers the challenges and possible future research directions and open issues.
The contributions of this survey paper are:
• reviewing the recent existing works on the field of SS and sharing for CR-based IoT,
• discussing the design factors of CR-based IoT system and its main components,
• presenting and categorizing the SS approaches for IoT applications,
• identifying the main requirements for SS phase for IoT CR networks,
• developing the selection criteria of proper SS and sharing approaches for a proper CR-based IoT applications,
• discussing the integration of emerging technologies with CR-based IoT system, and
• providing the future research directions and challenges. A list of acronyms used throughout this paper is provided in Table 1 , while the remaining part of this paper is organized as follows; Section II describes the recent related works, Section III discusses the design factors of CR-based IoT, Section IV presents CR-based IoT design flow, Section V discusses the integration of emerging technologies with CR-based IoT systems, Section VI addresses some future research directions and open issues, and finally, Section VII provides the conclusions.
II. RELATED WORKS
A limited number of papers surveyed CR-based IoT and have discussed this topic from different perspectives. The survey in [5] briefly discusses the principle of IoT technology; moreover, it describes how CR system works, its applications, and challenges of implementing CR system in reality. Despite that the survey mentions the possibility of incorporating CR and IoT for smart applications; it does not describe how to achieve this goal and challenges that might be faced.
The authors in [6] classified IoT technologies based on their orientations. Furthermore, they described the types of enabling technologies for IoT and discuss the IoT applications. Moreover, the authors explained the importance of adding cognitive capabilities to the IoT device for smart purposes. In addition, the authors considered the challenges of adopting CR capabilities in IoT and the SS paradigms for CR-based IoT. The survey did not cover how to incorporate different types of SS approaches and their IoT applications; the benefits of employing CRNs for IoT applications were not discussed either.
The basis of the CR-based IoT is thoroughly explained in [7] where the principles of adopting CR in IoT applications were explained, as well as, possible architectures and frameworks were described. Moreover, the survey classified the frameworks based on features such as context awareness, scalablity, configurability and volume of data. The survey also considered real-world scenarios of CR-based IoT systems and the challenges that might be faced. Finally, the survey summarized the open issues and future research directions for hardware design of CR-based IoT. Despite that the survey focused on the CR module and the possibility of employing it for adding cognitive capability to IoT devices; the survey did not cover how to share vacant spectrum bands and employed MAC protocol, how to select the appropriate SS approach and which class of SS (i.e., narrowband or wideband) fits for a specific IoT application. On the other hand, the authors in [8] developed a comprehensive survey on the employed frameworks for spectrum sharing in CR-based IoT. The survey also reviewed the existing schemes of SS and spectrum sharing, the challenges and issues that might be encountered in the real world applications. In addition, the authors of the survey presented a general architecture with four layers for spectrum sharing process in CR-based IoT. The four layers are sensing, spectrum allocation, transmission power optimization, and security. However, the authors did not focus on the suitability of each SS approach for IoT applications and the selection of the proper MAC protocol.
Different architectures have been proposed to implement IoT systems. The survey in [9] discussed the structure of IoT element and provided a thorough analysis of the possible architectures of IoT. Moreover, the work in [10] focused on Service-Oriented Architecture (SOA) IoT which is composed of four layers, namely: applications, service, networking and sensing layers.
A recently published survey in [11] discussed SS approaches in CNRs and addresses the recent advances in this technology, its challenges and future research directions. The survey presented SS approaches as two main categories, wideband and narrowband. Moreover, it discussed many of the available techniques of each category providing comparisons in each category as well as applications. The survey was concluded by highlighting the open research challenge of tackling attacks targeting secure SS and sharing.
Nevertheless, all above-mentioned surveys paved the track for motivating more research works to tackle those points which were not covered. Table 2 summarizes the strong points of each survey paper along with some remarks on each.
III. DESIGN FACTORS OF CR-BASED IoT SYSTEMS
The main objective of using IoT systems is to connect numerous heterogeneous devices and systems together to provide some smart services with minimal device resource requirements, i.e., power, hardware complexity and cost, i.e., expenses. To achieve this objective, the connectivity between devices should always be maintained in all circumstances. This motivates us to focus on SS and spectrum sharing processes in CR-based IoT.
The designer should carefully select a proper SS approach for the CR-based IoT device. Moreover, the designer should determine the spectrum band allocation precisely to satisfy the PU protection constraints when exploiting the vacant spectrum band. To achieve those two goals, the following factors have to be considered:
• IoT applications.
• Enabling technology.
• Regulations. Those design factors are used to determine the main characteristics of the CR-based IoT system, such as transmission range, transmission rate, Bandwidth (BW) occupancy, VOLUME 7, 2019 transmitted signal type, i.e., analog or digital, transmission nature, i.e., continuous or intermittent. Based on those characteristics, a designer can select the proper SS approach and MAC protocol as discussed in Section IV. For example, to design CR-based IoT enabling Narrowband-IoT (NB-IoT) technology, a designer should select one of the Narrowband Spectrum Sensing (NBSS) approaches, such as Energy Detector (ED), Cyclostationary Feature Detector (CFD), or Matched Filter (MF). Section IV-A provides more details about selecting the proper SS approach. From MAC protocol perspective, standard random MAC protocols, such as slotted ALOHA and Carrier Sense Multiple Access/ Collision Avoidance (CSMA/CA) can be employed in such case [12] , [13] . 
A. IoT APPLICATIONS
IoT has enormous applications. The applications are selected based on the type of the service to be provided. For instance, if IoT devices are used for medical purposes; the Wireless Medical Applications (WMA) are classified as Medical Implant Communications Services (MICS), Wireless Medical Telemetry Service (WMTS), Wireless Body Area Networks (WBANs), Ultra Wideband (UWB), Radar Imaging (RI), and Telehealth [14] . The type of the application determines the nature of the signal to be transmitted (i.e., analog or digital), data size, time transmission, type of transmission (i.e., intermittent or continuous), frequency range and the standards to be employed. As an illustrative example, Table 3 displays the transmission requirements of some medical applications.
All above-mentioned medical applications must employ low power device with transmission power constraint of ≤ 0.75 mW; so that they do not pose any harm to a human body; moreover, the applications are allowed to use some portions of Industrial Scientific Medical (ISM) bands [14] . Figure 2 shows an illustrative example of IoT network connecting different technologies and standards.
The enabling technology specifically determines the data rate of the shared information, its bandwidth, transmission range, and operating frequency. Moreover, the standard and the MAC protocol must be selected to fit the application and the enabling technology.
C. REGULATIONS
Every country has regulatory bodies and working groups which are responsible for imposing the regulations of frequency usage such as licences, allowable interference, and certificates [22] . Moreover, those bodies and groups determine the frequency assignment for licensed and unlicensed services and users. As an example, a CR system for e-health applications are allowed to operate on either unlicensed or licensed bands. Table 4 provides different regulations and applications for IoT adopting RFID technology in different countries. However, for some countries, it is important to satisfy an ElectroMagnetic Compliance (EMC) requirement. Therefore, certification of adopted wireless IoT device is necessary to meet their emission and susceptibility of ElectroMagnetic Interference (EMI). Moreover, the adopted standard determines whether the device needs certification or not. For instance, wireless medical device in Canada, under Radio Standard Specifications RSS-243 requires certification, while RSS 310 exempts those devices from certification.
From standard perspective, IoT use different standards such as ZigBee, Bluetooth, Wi-Fi, etc. Each standard is suitable for some applications. The suitability depends on the application's parameters such as data rate, transmission range and whether the transmission is continuous or intermittent. Here are some examples:
• Bluetooth and ZigBee are suitable for low data rate applications that need long battery life and secured networking. More specifically, ZigBee is suited for intermittent transmission with data rate of 250 kbps, and its range reaches 20 m.
• Wi-Fi is suitable for applications with high date rate over Wireless Local Area Network (WLAN) platform, and its range reaches 35 to 40 m for indoor and outdoor, respectively. Furthermore, it is noticeable nowadays that most of IoT applications uses ISM band at 2.4 GHz, where various standards can be facilitated. However, there are some wireless IoT applications which employ 5 GHz WiFi and high-band cellular, while the low-power-long-range wireless IoT applications can employ TV White Space (TVWS), i.e., IEEE 802.22, in the band of 400 MHz to 700 MHz as in the United States [25] .
In addition to the aforementioned factors; physical specifications such as weight, size, and power should also be taken into consideration when designing CR-based IoT devices, since the ultimate goal is to design low power constrained light weight CR-based IoT device with a compact size. Improving the energy efficiency of the devices is a vital research direction in this area, since most of IoT devices are battery power terminal with limited lifetime. Charging or replacing batteries is not a feasible issue, this fact necessitates determining other alternatives to prolong the battery's lifetime. Energy harvesting techniques are among the best alternatives, and many research works have been done in this area [26] - [29] .
IV. CR-BASED IOT SYSTEM DESIGN FLOW
Adding cognitive capability to IoT device means incorporating CR technology with IoT device, which can be realized through designing three consecutive functional phases as illustrated in Fig. 3 . The functional phases are, namely, SS, spectrum sharing, and spectrum management. Details in each functional phase are provided below.
A. SPECTRUM SENSING PHASE
In SS component, a designer of CR-based IoT system must carefully select the adopted SS approach and the sensing decision making technique. This section highlights the selection criteria of SS approach and decision techniques.
1) SS APPROACH SELECTION
The SS process can be performed either on narrowband or wideband levels. NBSS implies that the BW is lower than the coherence bandwidth. NBSS is performed when there is enough information about the PUs' signal and BW. Many NBSS approaches have been developed in literature, including ED [30] , [32] - [35] , MF detection [31] , [35] - [38] , eigenvalue-based detection [35] , [45] - [48] , and CFD [35] , [39] - [44] , etc. Table 5 provides a general comparison between the different NBSS approaches.
In contrast, when the occupancy details of the PUs are unknown to the CR, WBSS provides better utilization of the frequency spectrum. However, the design and implementation of WBSS approaches are usually complex and consume more energy from high-rate Analog to Digital Converters (ADCs). Many WBSS approaches have been developed in literature, including Fast Fourier Transform (FFT)-based detectors [49] - [51] , filter-based detectors [52] - [54] , wavelet detection [55] , sequential scanning [56] , compressive sensing [57] - [63] and multi-coset sensing [64] - [67] . Table 6 NBSS approaches concentrate on exploiting the spectral opportunities over narrow frequency range; however, due to the large number of IoT devices connected to the Internet, CR in IoT will involve the exploitation of spectrum opportunities over a wide frequency range in order to achieve higher opportunistic throughput [50] . For example, to exploit spectrum opportunities in TV bands, WBSS approaches should be implemented. These intend to sense frequency bandwidth with higher coherence since NBSS approaches cannot be utilized for WBSS as these approaches make a single binary decision and cannot identify single channel occupancy state that lie within a wideband spectrum.
In the same context, SS approaches can also be categorized as blind and knowledge aided based on the required knowledge for each approach. For instance, energy-based detection and eigenvalue-based detection approaches are categorized as blind spectrum sensing approaches as they need no prior knowledge about PU's signal characteristics while matched filter and cyclostationary feature detector are among knowledge aided approaches since they require a full or partial prior knowledge about the PU's signal [35] .
Based on the above discussion, a CR-based IoT system detects the existence of the PU over a spectrum band of interest by adopting a SS approach. The designer can select a proper SS approach based on the design factors mentioned in Section III and the available awareness of the PU's information such as BW occupancy and signal characteristics. The selected SS approach should satisfies the following selection criteria:
• it should able to detect the PU over the target BW, i.e., spectrum band,
• it should consume low power, i.e., energy efficient, and
• it should incur minimum computational complexity, if possible,
As an example, for a SU that employs NB-IoT technology, an NBSS approach is selected. Then, based on prior knowledge about PU signal features, a designer can determine the most appropriate NBSS approach. Therefore, if the designer has no prior knowledge about the PU's signal features, the ED is the best candidate for its simple implementation and low complexity requirement. However, if the designer is expecting that the system will experience a noisy radio environment, one of the eigenvalue-based detection approaches can be selected. Similarly, if the designer has some prior knowledge of the PU signal features, such as cyclic prefix or cyclic spectral correlation function; then a CFD is the optimal selection for this case, due to its noise and interference immunity.
On the other hand, in case of WBAN enabling UWB technology, a multi-coset sensing approach is selected over the other WBSS approaches, such as wavelet detection or compressive sensing approaches, as no prior knowledge about the number of PUs, and sparsity assumption are required.
In conclusion, the adopted SS approach is selected based on available knowledge about the BW occupancy and PU signal features.
2) DECISION MAKING TECHNIQUES
According to the SS observations, the decision is made to declare the presence or the absence of the PU over the band of interest. In other words, a single CR can make itself sensing decision, i.e., local observation. However, channel impairments, such as multi-path fading, shadowing and noise power variation, adversely impact the detection making of the CR, especially when using NBSS approaches [68] . Therefore, another decision making technique should be employed to improve the local observation. A collaboration between CRs by sharing their SS observations can effectively alleviate the impact of those impairments. The collaboration process is called Cooperative Spectrum Sensing (CSS) and can be implemented using three main techniques, they are centralized, non-centralized and relay-assisted. Discussing the CSS techniques is beyond the scope of this survey, however, a brief description of each technique is provided below.
First, in the centralized CSS technique, all participant CRs detect PU over the designated spectrum band, then forwards their local observations to a central entity to determine the final decision about PU existence, next forwards back to all participants [69] - [71] . Second, in the non-centralized CSS technique, the participants share their local observations between each other and then the decision is made by reaching a consensus between the participants [72] , [73] . Finally, relay-assisted technique can be realized by two strategies either Amplify and Forward (AF), or Decode and Forward (DF). In AF strategy, once a participant CR receives a decision from another CR, it amplifies it and then forwards it to another CR, while in DF strategy, a CR decodes the received decision, remodulates it and forwards it to another CR [74] , [75] . Excessive research works and surveys have focused on CSS techniques, methodologies and challenges [56] , [76] , [77] . However, this survey paper mainly focuses on the recent works pertain to CR-based IoT systems.
B. SPECTRUM SHARING PHASE
The objective of this functional phase is to allocate the vacant band and then utilize it effectively. In other words, an energy efficient scheme that avoids collision between SUs and PUs or SUs themselves is mandatory. Generally, spectrum sharing can be implemented through network selection, spectrum allocation, MAC protocol, power allocation, and spectrum routing and mobility.
Once sensing decision is made over the designated bands, the SU should allocate the band to be used, this can be performed by selecting the suitable vacant PU band to be exploited and the way to access that band taking into consideration the channel constraints, such as maximum power and BW. For more understanding, spectrum sharing rules and models must be discussed before describing the selection of a suitable spectrum sharing approach.
1) SPECTRUM SHARING RULES
for efficient spectrum sharing process, some rules should be taken into consideration which are:
• at any given instant, each SU can only use one allocated channel over all available channels,
• total interference caused by all SUs over the allocated channel must not exceed a maximum allowable limit of interference, and
• the allocated channel should match the SU's requirements of BW and power.
In other words, spectrum sharing process is a three step process; they are spectrum allocation, spectrum access, and power allocation. Briefly, spectrum allocation is to select the PU and the spectrum band among the vacant spectrum bands. Spectrum access is to select the MAC, routing, and mobility protocols. Finally, power allocation is to avoid or minimize the interference of SUs to the PUs.
2) SPECTRUM SHARING MODELS
the spectrum sharing models can be classified into open sharing and managed sharing as shown in Fig. 4 . In open access scheme, no central unit controls the access to the band to be used by the SUs. Thus, it is a unauthorized access model where a SU or a group of SUs can transmit data any time over some designated bands for short distance considering a power limited imposed by the regulatory body. For instance, Federal Communications Commission (FCC) allows ISM (2.4 GHz) for open access, but mandates that users should never exceed the imposed peak transmission power [78] . Note that, in this scheme the collision between SUs cannot be avoided, especially in areas crowded by IoT devices. Hence, IoT devices employ ZiGbee and WiFi standards, when no cognition capability is adopted [79] .
On the other hand, to avoid the collision between SUs themselves and between them and PUs, a managed access is employed, where a central entity or a policy is required to control and manage SUs' access to a vacant band. The managed sharing techniques can be classified into three main classes, centralized, distributed and cooperation between PUs and SUs.
First, in a centralized class a SU can attain an exclusive use to exploit a designated spectrum band through a legitimate spectrum management process such as TVWS Geolocation database and spectrum market. Therefore, a regularity body or a PU allows a specific SU to use that spectrum band for a certain time over a certain geographical area; as a result, no competition between SUs occur to use that spectrum band. For instance, if a SU employs geolocation capabilities, e.g., White Space DataBase (WSDB) governed by FCC in the US, provides the SU with a list of available spectrum bands and maximum allowable transmission power over those bands. The SU, i.e., White Space Devices (WSD), should never go over the imposed power limit [80] .
Spectrum marketing between PUs and SUs is an emerging trend for sharing spectrum bands by either trading or leasing spectrum bands [81] . The goal beyond spectrum marketing is to maximize the spectrum efficiency by increasing the capacity of networks include PUs and SUs. In spectrum trading, negotiations between PUs and SUs might take place to exchange benefits, such that PUs might provide SUs an exclusive use for their spectrum band for a certain time over a specific geographical location for either forwarding PUs' data to some area beyond their transmission range i.e., coverage area, or some fees. Different game models, auction mechanisms might be adopted to implement the contract model-based spectrum trading [82] , [83] . In spectrum leasing, SUs might lease a specific spectrum band for a specific time interval to transmit their data over that spectrum band for a certain amount of money [81] . All those trades and leases should follow the regulations of government agencies in which spectrum marketing takes place [80] , [81] .
Second, distributed spectrum sharing models also can be categorized as either opportunistic, i.e., interweave or coexisting models. In interweave model, a SU can exploit the vacant band when PU is idle in one of these dimension time, frequency or geographical location. However, PU protection from the SU interference is a must; therefore, the SU should always detect the existence of the PU over the band during its transmission by adopting either Full Duplex (FD) by which a SU can sense and transmit simultaneously [84] , or spectrum monitoring techniques for this purpose [85] . On the other hand, coexisting models are overlay, underlay or hybrid. In all these sharing models, a SU must be aware of PU's signal characteristics so that the SU can simultaneously coexist with the PU over its spectrum band. More specifically, in overlay model, the awareness of PU's signal, i.e., code, angle or polarization, enables the SU to transmit data without interfering PUs by changing code, angle of transmission or beamforming [56] . In underlay model, the SUs can coexist with PUs in their spectrum bands. If SUs know the PU's transmission power level, therefore, SUs can transmit data for a short range and never exceed a certain transmit power limit, while hybrid model is a combination of overlay and underlay model [8] , [9] .
Third, the cooperation between PUs and SUs can be implemented by either network coordination or spectrum relaying. In network coordination scheme it is assumed that there is a Central Network Operator (CNO) to coordinate and manage the spectrum sharing between SUs and PUs by minimizing the interference and optimizing the sharing time and power resources so that QoS of the SUs can be improved. The CNO selects the PU and SUs to be cooperated using Particle Swarm Optimization (PSO) or genetic algorithm [8] .
In spectrum relaying, if a PU could not reach its throughput target, it asks SUs to cooperate by sending a Request To Cooperate (RTC) to the SUs. A SU with an interest to cooperate, replies by a confirmation message as Confirm To Cooperate (CTC). As an example, spectrum relaying based OFDM, SUs assist the PU using some of its sub-carriers to forward PU's signal, such a scheme is called spectrum relaying. Channel power allocation technique, such as Water Filling (WF) algorithms [86] , [87] , is required to satisfy PU's throughput target. Alternatively, various protocols have been devised to perform spectrum sharing based OFDM, where SUs assist the PU using some of its sub-carriers to forward PU's signal, such a scheme is called spectrum relaying. Channel power allocation technique, i.e., resource optimization technique, such as WF algorithms [86] , [87] and interior point method [88] , are required to satisfy PU's throughput target. Conventionally most of the SUs adopt Half Duplex (HD) relay, in other words, sensing and data transmission cannot be performed simultaneously; if the SU senses, no transmission occurs and vice versa. Such kind of system adversely impacts the spectrum efficiency. However, the spectrum efficiency of a SU can be significantly increased if a SU adopts a FD system [89] . However, this improvement comes at the expense of extra hardware complexity (e.g., extra antennas and electronics) and computational requirements.
The selection of a proper spectrum sharing approach has to consider the following three phases which are:
The spectrum allocation starts with network selection, i.e., PU selection, is an important step towards allocating spectrum bands. For SUs use NBSS approaches, the SU determines the PU channel before starting detection. However, in case of employing WBSS approaches, there always are more than one deployed PU network, i.e., PU transmitters and PU receivers. Many approaches can be employed to select the optimal PU network. PSO, genetic optimization and game theory are among the best approaches to be used for this purpose [8] , [90] .
Channel allocation is the second step of this functional phase, especially when there are multiple PUs and multiple SUs; by which each SU will select a designated spectrum band, i.e., channel, to exploit or to jointly share. The allocated spectrum band should fit the BW and QoS requirements fo the SU. Moreover, before transmitting data, SUs must be aware of the presence of other SUs intend to use that allocated channel, i.e., spectrum band, since SUs might use different spectrum bands but oblivious of each other. Learning about the existence of those intended SUs is known as channel rendezvous [91] and it is an important step to communication links between SUs,i.e., CRN configuration.
The conventional rendezvous algorithms assume to use a Common Control Channel (CCC) to establish links between SUs and configure a CRN. However, a CCC is always influenced by the dynamic behavior of the PUs over the allocated spectrum band and is vulnerable to security threats, therefore, a channel rendezvous might fail [92] .
For an efficient channel allocation using rendezvous algorithms, a Channel Hopping (CH) is adopted to enable SUs to reach a channel consensus within a finite number of hops. The most important performance metrics are Maximum Time To Rendezvous (MTTR), Expected Time To Rendezvous (ETTR) and Rendezvous Degree (RD). The MTTR is defined as the rendezvous latency in the worst case. The ETTR is defined as the average rendezvous latency before successfully rendezvous on at least one channel, while the RD is defined as the minimum percentage of distinct rendezvous channels to the number of common available channels between any pair of SUs. It is hoped that the rendezvous can spread out evenly over all common channels in order to overcome the vulnerability of one single rendezvous channel and provide more rendezvous opportunities [91] - [93] .
The work in [79] employed the Round Ribbon Tournament to devise a novel asymmetric asynchronous channel hopping algorithm for IoT-based CRNs. The devised algorithm achieves guaranteed rendezvous within a predefined time. Moreover, the algorithm outperforms the works in [91] , [93] in the degree of rendezvous.
4) SPECTRUM ACCESS
This phase employs MAC, routing and mobility protocols. After allocating the channels, accessing those channels can be performed by adopting an appropriate efficient MAC protocol. The designer should select a MAC protocol of CR based IoT based on two main criteria.
• First criterion is related to IoT system characteristics, such as data size, transmission rate, transmission range, power consumption, latency, employed communication technology, and heterogeneity of the systems, i.e., deployment of the system whether it is individual or back-haul connection.
• Second criterion is related to the detected spectrum band such as its availability and BW. More specifically, there are three factors that play an important role in selecting an energy efficient MAC protocol for IoT system. The factors are transmission probability, latency and power consumption. Hence, an efficient MAC protocol should incur low cost, low complexity and low energy consumption. Moreover, should have ability of channel switching while maintaining PU protection, low channel access delay, no collision between SUs when accessing the channel, and trades off between duty cycle and control overhead and balances between spectrum efficiency and energy efficiency. Finally, a MAC protocol must be able to correct errors, i.e., error correction.
As an example, the work in [94] [80] . For instance, a CSMA/CA MAC protocol has been adopted in [13] , while in [12] slotted ALOHA was adopted.
The authors in [12] employed an ED as a sensing approach and slotted ALOHA protocol as a random access channel for its popularity in Global Mobile System (GMS) and LTE. Moreover, the authors derived a closed expression for the optimal throughput of narrow band CR-based IoT device with slotted ALOHA for local and CSS mechanism. The optimization problem was proposed to maximize the throughput of CR-based IoT under constraint of PU protection. However, the work considered the channel with only Additive White Gaussian Noise (AWGN) and did not consider the impact of channel impairments on the performance of the ED, since ED is susceptible to dynamic environmental conditions and its performance significantly deteriorates under other channel impairments, such as multi-path fading, shadowing and noise uncertainty [35] . Moreover, the power consumption was not considered as well.
On the other hand, some recent works employed non-standard random access MAC protocols. For instance, the work in [95] employed conditional interference distribution to propose a new cognitive random access mechanism with adaptive transmission probability. The transmission probability varies according to the measured interference by the IoT device. The proposed mechanism allows the IoT device to share the spectrum band used by the PU in non-interfering basis. Moreover, the proposed mechanism improves the area spectral efficiency and outperforms the convention ALOHA mechanism.
Moreover, an energy efficient MAC protocol with a novel channel selection criterion was devised in [96] . The protocol significantly reduces the handshakes over control and data channels; therefore, improves the energy efficiency by increasing the throughput and minimizing the consumed energy. Moreover, the protocol was investigated by applying different PU activity models over the channel.
Furthermore, the work in [97] modified the MAC protocol of IEEE802.11 in order to enable the protocol of opportunistically select the channel by adding channel selection algorithm. The modified IEEE802.11 outperforms the standard IEEE802.11 with sequential selection (i.e., Round Robin) and random channel (i.e., CSMA/CA) selection algorithms in both throughput and energy consumption.
In addition, Restricted Access Window (RAW) is a promising MAC protocol which is adopted for low power IoT network for large number of devices with low collision probability. The RAW employs multiple equal time slot and allows a limited number of IoT devices to access a specific spectrum band at each time slot and spreads devices' attempts over a long period of time to enable an efficient communication for a large number of devices. The devices operate in active mode only if their slot turns; otherwise, they operate in sleep mode to save power [94] .
Besides MAC protocols, spectrum routing and mobility protocols are needed to firmly guarantee a PU protection, especially, if a PU suddenly resumes its transmission over the licensed spectrum band which is opportunistically exploited by a SU. In this case, the SU must leave the spectrum band without causing an interference to the PU by switching to another vacant spectrum band or immediately cease transmission until that spectrum band becomes idle. The band switching process is called spectrum mobility. To perform this process efficiently, the SU should be aware of PU activity pattern, in order to predict the PU's behavior, therefore, it can alleviate a collision with the PU. Many approaches have been devised to perform an efficient spectrum mobility in CRNs. The works in [98] , [99] thoroughly explained the principle, mechanism and merits of each spectrum mobility approach.
The way of when and how a SU switches from spectrum band to another band is performed by spectrum routing protocols. Those protocols play an important role to significantly improve the spectrum efficiency by exploiting the PU's time varying availability over its spectrum band [8] . A survey paper in [100] discussed the joint channel selection and routing from the perspective of CRNs. The work provided a comprehensive survey on routing and channel selection in CRNs. More specifically, the importance of joint channel selection and routing for CRNs. Moreover, the survey highlighted the classification and challenges of channel selection and routing strategies. Using the PU behavior models, performance metrics and routing metrics, the survey showed how to develop an efficient routing protocol.
5) POWER ALLOCATION
The key aspect of spectrum sharing is to optimize the power and energy consumption in order to increase the overall spectrum and energy efficiencies of the CR-based IoT. Therefore, power allocation approaches have to be employed to realize this objective. Among those approaches, point interior approach [88] , WF algorithm [86] , [101] , and game theory [90] . The point interior method is generally employed for linear and non-linear convex optimization problems. The method mainly approaches the optimal solution from the strict interior of the feasible region. On the other hand, the WF algorithms are used for radio resource allocation problem for a system with multi channels or carriers, where it aims to maximize the sum of data rates or the capacity of all channels in the system by optimizing the power distribution of the transmitted signals. For CRN, the WF algorithms are used to maximize the sum of throughput of all participant CR in the CRN considering their individual peak power constraint to guarantee the QoS of the PUs.
On the other hand, in case of non-cooperative, i.e., a system with selfish CR, game theory is an appropriate tool to model those behaviors, since game theory provides the mathematical tools to study the complex interactions among interdependent rational players, i.e., selfish CRs, and to predict their possible strategies. Different non cooperative game models can be employed such as asymmetric Nash bargaining solution-based relay power allocation scheme which is used to achieve a balance between global network performance and user fairness. Stackelberg game is adopted to model the interaction between the relays and the users to find the optimal power allocation, and auction-based power allocation algorithms can be used for resource allocation among Device to Device (D2D) links reusing the same cellular channels subject to optimizing the system capacity [102] , [103] .
C. SPECTRUM MANAGEMENT PHASE
The popularity of IoT system encourages IoT users to exchange huge amount of data with their interested parties over public and untrusted networks. However, the data should not be exposed to every user since those data might be secure, safety critical, or contain private and sensitive information. Therefore, it is necessary to enforce security and privacy policies, i.e., protocols, to protect the data from any fraudulent acts or security threats. The complexity of selected protocol depends on the device specifications, networking, and applications [104] . For instance, most of the IoT devices are low energy, lightweight devices and use their energy mainly to execute their core function applications. This made traditional security algorithms not suitable for IoT since they consume much energy and incur high processing overhead. Hence, it is necessary to use lightweight energy efficient security protocols [105] . Many recent survey works [105] - [108] comprehended this area and discussed thoroughly the requirements, architectures, classifications and challenging issues for security and privacy protocols VOLUME 7, 2019 for various IoT systems and applications. However, in this work, a brief discussion on security and privacy is provided below. The discussion covers the important requirements and concepts in this field.
1) SECURITY
To establish a secure IoT system with a large number of IoT devices, services and users, three important measures are required. Those measures are confidentiality, data integrity, and authentication. First, confidentiality guarantees the availability of the data for only the authorized users throughout the data exchange process. Data encryption is adopted to avoid the interference and eavesdropping of unauthorized users; in other words, strictly limiting the data accessibility and disclosure to the authorized users [106] . Second, data integrity is providing accurate data to the authorized users during data delivery over the network by filtering false data, i.e., tampered and forged data, caused by intended or unintended interference. Third, authentication is delivering the data to the legitimate object, i.e., a user, a device or an application, which requests a specific data over the network.
Moreover, availability is an important feature in IoT system, which refers to persistent IoT connectivity by making data and devices always available when requested by the authorized users and avoid denial of service attack. Note that confidentiality, integrity and authentication are information security requirements while availability is a functional security requirement that also means continuing service provisioning during disruption conditions, i.e., the ability to provide a minimum level of service if a failure or power loss occurs [109] .
2) PRIVACY
To prevent an adversary, i.e., undesired party, from discovering, eavesdropping or/and monitoring private information of other users and to ensure that data can be accessed and processed by only the pertinent user. Moreover, privacy allows the user to perform specific controls based on a specific portion of the received data while prevents it from reaching the rest of that data [110] .
Privacy preservation mechanisms should be enforced during data collection, aggregation and mining phases to block data leakage to the public. Traditional encryption and key management mechanisms can be used as privacy mechanisms over data collection and mining phases, however, it is not the case for data aggregation phase, since data is aggregated and processed in various locations [111] . Despite that there are various attempts to tackle an efficient privacy mechanism for data aggregation such as perturbation-based privacy mechanisms and anonymity-based privacy mechanisms, this issue is still challenging and considered as an open research direction.
In summary, for an efficient CR-based IoT system, it is recommended to employ lightweight security protocols and privacy mechanisms which need minimum communication and processing resources, and incur low computational overhead to support the resource constrained IoT devices.
V. INTEGRATION OF EMERGING TECHNOLOGIES WITH CR-BASED IoT SYSTEMS
Integrating emerging technologies, such as blockchain and Artificial Intelligence (AI) techniques, i.e., Machine Learning (ML) approaches, with wireless systems is a new step towards creating next-generation wireless communication systems with additional capabilities such as robust security, autonomy, flexibility, and intelligent architecture. This section discusses the impact of adding blockchain and machine learning approaches to CR-based IoT systems.
A. BLOCKCHAIN-ENABLED CR-BASED IoT SYSTEM
The blockchain is defined as a tremendous, public, secure and decentralized datastore of ordered events, called blocks. Each block contains a timestamp and is linked to a previous block. The events can be updated by ''only a majority of users'' [112] . Erasing information is not allowed. The datastore is owned by no one, controlled by users and not ruled by any trusted third party or central regulatory instance. In fact, trust is encoded in the protocol and maintained by the community of users. The work in [113] presented a comprehensive survey on blockchain, its types, features, structures, protocols, and the integration of blockchain and IoT systems. On the other hand, the survey in [114] focused on blockchain applications and challenges for real world applications.
Adopting blockchain technology is a promising solution to improve system immunity against hacking activities. The blockchain prevents central point system failure and cyber attack which results in improving the security in IoT and CRNs. The blockchain protocols employ a two-key encryption system, i.e., public and private keys; therefore, robustness is added to the security of CRNs [115] , [116] .
However, the use of blockchain in IoT security is limited and focused on the following areas: asymmetric and symmetric key management [117] , [118] , trading of collected data [119] , [120] , incontrovertible log of events, and management of access control to data [121] . The security issues related to IoT include authentication and authorization, ownership and identity relationships, governance of data and privacy [122] . Blockchain-based research has been used to tackle some of these issues. The work by Pureswaran and Brody investigated how blockchain contracts support the autonomous workflow and sharing of services among IoT devices [123] . IoT devices can benefit from blockchain networks in areas related to billing, shipping, e-trading, supply chain management, and energy trading [123] . In another work, Bahga and Madisetti proposed a blockchain-based framework for industrial IoT [124] . The work by Saghiri et. al proposed a framework for IoT based on cognitive systems and blockchain [125] . Such work is still in its infancy and worth investigating since introducing blockchain in IoT and CR systems shows a promising future in supporting secure data sharing and protecting privacy.
On the other perspective, employing blockchain protocols in spectrum auction offers a decentralized validation which increases the accessibility of the CRNs and reduces the imple-mentation complexity, since no central entity is required. In addition, blockchain-enabled spectrum access in CRN is a secure spectrum sharing approach where it provides an optimal collision-free method to access the spectrum opportunities. The work in [115] showed that blockchain-enabled spectrum access in CRN improves the security of the CRN and outperforms the conventional random MAC protocol in medium and severe radio conditions. The authors in [116] showed that adopting blockchain enhances security and performance of CRNs with moving CRs.
As a novel step towards next-generation wireless networks to enable flexible and secure spectrum sharing, the authors in [126] proposed a secure and intelligent architecture with three planes, namely., user plane, edge plane and cloud plane, to empower 5G technology by integrating blockchain and AI techniques, i.e., Deep Reinforcement Learning (DRL). The blockchain is utilized to enable secure and flexible spectrum access and enhance privacy protection of the SUs; however, DRL is utilized to provide an intelligent resource management since AI techniques can tackle issues such as uncertainty, time variant, and complex features.
B. MACHINE LEARNING-ENABLED CR-BASED IoT SYSTEM
ML approaches are AI applications that establish mathematical models based on observations, i.e., training data, to predict or make decisions. ML approaches enable systems to automatically learn and improve from experience without being explicitly programmed. In other words, ML approaches enable computers or processors to automatically learn without human intervention and to select actions accordingly. ML approaches have a potential ability to analyze and classify massive amounts of data which makes ML approaches as efficient and powerful tools for performing other processing tasks, such as data analysis, classification [127] , feature detection, feature extraction [128] and identification [129] . Also, ML approaches improve the security and the data privacy for big data systems [130] .
In addition to the aforementioned advantages, ML approaches can apply complex techniques in a simple way, and provide accurate results of identifying the targets. Therefore, integrating ML approaches with cognitive capabilities can improve the effectiveness of processing large volumes of information from various distinctive resources. ML approaches have tremendous applications which cannot be covered in this section; however, some related applications of ML approaches to IoT and CR are addressed below:
1) IoT HEALTH APPLICATIONS
The survey in [127] made an assessment for various ML approaches, such as Support Vector Machine (SVM), K-Nearest Neighbor (KNN), Naive Bayes (NB), Logistic Regression (LR), etc. In addition, the survey determined the criteria of selecting the most appropriate ML approach for IoT application. Moreover, the survey considered the application of ML approaches for developing IoT smart applications in a smart city as an illustrative example to discuss and address the challenges of adopting ML approaches in IoT data analytics of smart data traffic. Moreover, the work in [128] proposed a scalable IoT health monitoring framework which integrates IoT architecture with LR approach. The proposed framework employs 5G mobile networks for the transfer of clinical data into the clinical database to enable the necessary action for emergency situations. This framework is mainly used for early detection of heart diseases. In [131] , the authors proposed a monitoring health framework that alarms when acute heart stress occurs. The proposed framework employed KNN and LR approaches to predict and detect heart stress and uses IoT devices to measure patient's stress level.
2) CRN APPLICATIONS
The work in [132] provided a comprehensive review of various ML approaches applied to CRNs. The work categorized ML approaches into decision-making and feature classification. Decision-making is employed to determine policies and decision rules for CRs while feature classification is used to identify and classify different observation models. This work also addressed several challenging learning issues that arise in CRNs, in particular in non-Markovian environments and decentralized networks, and provided possible solutions. Furthermore, the work identified the conditions under which each ML approach can be used. On the other hand, the authors in [133] devised CSS algorithms for CRNs based on ML approaches. The SVM and KNN approaches were used as classifiers. The energy level estimated at each CR was used to establish the feature vector which is categorized using the classifier into two classes, idle channel, ''no PU activity'', and busy channel, ''at least one PU is active''. In this work, the proposed algorithms outperformed the traditional CSS techniques, i.e., hard and soft fusion techniques, for two reasons. First, ML approaches have a capability of implicitly learning the surrounding environment, i.e., topology of the PU and CRNs and the channel fading. Second, ML approaches optimize the decision region based on feature space which is better than the optimization used by the traditional CSS techniques.
Moreover, ML approaches play an important role in constructing Radio Environment Map (REM) for their accurate prediction, classification and learning. The REM is an integrated database consisting of multi-domain information, i.e., temporal, spatial, spectrum sensing, etc., to supply CRs with a comprehensive radio environment information in their geographical locations [134] . In other words, REM is a global situation awareness system that helps CRs to make adaptations beyond their individual capabilities. Hence, using REM results in a improving detection performance of PUs and SUs, mitigating hidden terminal problem, and reducing CRN adaptation time. REMs utilize ML approaches to build a spatio-temporal model to predict spectrum usage, i.e., PUs' activities, [135] , to learn radio environment parameters [136] , and to establish a feature-based detection system. The latter is used as an automatic modulation classifier for PU signals and to estimate model parameters of the REM [137] . VOLUME 7, 2019 
VI. CHALLENGES, OPEN ISSUES, AND FUTURE RESEARCH DIRECTIONS A. IoT WITH 5G TECHNOLOGY (5G-IoT)
Each new generation of wireless technology has brought faster, more reliable cellular and Internet connects, starting with the first generation of wireless technology providing cellular communication, then 2G providing secure communication i.e., voice and text, next 3G introduced the smart phone era and 4G/LTE offered high-speed Internet allowing for streaming videos. Currently, the future era of wireless technology is moving to 5G, a generation promising life changing innovation with higher bandwidths, faster speeds, lower latency and increased capacity allowing more people and devices to communicate with each other at the same time, i.e., IoT. 5G requires frequencies reaching 300 GHz, compared to LTE which operates at bands below 6 GHz, hence allowing for higher capacity and speeds. Despite 5G offering a significant increase in speed and bandwidth, its more limited range will require further infrastructure. The initial cost to build 5G networks is very expensive since it is a new technology and cannot be built on top of an existing network. Therefore, the concept behind IoT is predicated on a fast network that can link devices and services together. This will allow devices to connect in new ways such as vehicles, city infrastructures, appliances, telehealth, etc. In addition, the need for compatible mobile devices is a challenge that manufacturers must combat to allow for a global spread of this technology.
In the last few decades, with each generation challenges have emerged and were tackled allowing each generation to move to the next and 5G is no exception. Therefore, the main challenges facing 5G-IoT include technical challenges, security assurance and privacy concerns, and standardization challenges [138] , [139] .
1) TECHNICAL CHALLENGES
Though many research efforts have been made on 5G-IoT, there are still many technical challenges that needs to be tackled:
• 5G-IoT architecture is the main challenge which needs to be addressed since architecture design still impose many challenges, including, scalability and network management, interoperability and heterogeneity, security assurance and privacy concerns [140] - [142] .
• Wireless Software Defined Network (SDN) is a challenge for network scalability.
• Deployment of IoT applications is challenging due to its large scale, resource limited devices and heterogeneous environment; therefore, a multilevel and multidimensional service provision platform could be a solution to tackle these challenges an attempt is presented in [143] .
• D2D communication are expected to provide high throughput for 5G-IoT. In D2D, the energy and spectral efficiencies are the two challenges.
• Several other technical challenges include dense heterogeneous networks deployment in IoT, multiple access techniques for 5G, full-duplex transmission at the same time, etc.
2) SECURITY ASSURANCE AND PRIVACY CONCERNS
With faster data speeds and higher capacity, security and privacy is a challenge that needs to be tackled to secure user's data. Therefore, new security capabilities at device and network levels need to address security and privacy in complex applications including smart city, smart networks, telehealth, etc. Moreover, the security and privacy factors that need to be considered in designing G5-IoT systems include intrusion software, security assurance, backward compatibility, authentication, key management, etc [139] , [142] .
3) STANDARDIZATION ISSUES
5G-IoT is a very complex system, its purpose is to connect humans to their surrounding environment, hence due to the diversity nature of networks and devices in 5G-IoT, there is a lack of consistency and standardization for both IoT systems and applications. Therefore, the main standards which are of concern in 5G enabled IoT are: technology and regulatory standards. Technology standards include wireless communication, network protocols, data aggregation standards; and regulatory standards, include security and privacy of data, security solutions, cryptographic primitives. Finally, investigating IoT as a service could be the solution for future standardization [139] , [144] , [145] .
B. BIG DATA MANAGEMENT
The collected IoT data are streams of huge data volumes from various resources with different formats and patterns. IoT data analysis and management are important data processing steps towards converting the collected data to a useful knowledge that enables an IoT device to make decisions automatically. In other words, IoT devices can automatically extract hidden information from the collected IoT data and take the most appropriate action through data analysis and management. Data classification, clustering, patterning and feature extraction are the key functional components of data analysis and management. Data mining is the promising technology to perform data analysis and management, since data mining technology can extract knowledge from a large scale of data, i.e., big data, [146] . The discussion of data mining algorithms and architectures is beyond the scope of this survey; however, the surveys in [146] - [148] provided thorough overviews on the data mining algorithms, architectures and their challenges for IoT. Data management challenges for IoT has seen to be emerging rapidly and no doubt with the use of IoT in CRN more and more data is being created. The data does not only include traditional data, but also streaming data generated from digital sensors from many devices connected to the Internet. The data is usually generated in both structured, which is organized and easy to analyze, and unstructured, i.e., images and video data, which needs advanced tools to analyze. Therefore, advanced data mining techniques are needed to mine streaming data from sensor networks. The challenge lies in the shortage of skilled data analysts and the need for more research to develop and implement advanced mining tools to mine streaming data from CRN and sensor networks [149] .
The IoT e-Health envisions a seamless connectivity that spans over physical locations; therefore, several research challenges related to data management must be overcome in order to achieve this. The main challenge is the continuous change of state of data collected from the attached sensors on human bodies, i.e., data continuously transmitted and collected via the Fog computing nodes [150] , hence the IoT e-Health systems has to handle the complexity of the data in terms of their variety, volume and velocity. Since, the data produced in different formats is application dependent and is a challenge that manufacturers or health organizations must tackle by setting standards. In addition, Fog admins are needed to monitor the capabilities of Fog node hardware and mange the data communication between different medical devices. In [150] , [151] , the challenge of receiving knowledge from big data analysis to acquire a valuable decision and big data security issues in healthcare is discussed and a proposed solution in [151] , [152] is to implement an IoT Fog computing architecture which will process, and store data acquired from sensors. The architecture consists of two parts: Meta Fog-Redirection and Grouping and Choosing architecture.
The deployment of large-scale wireless sensors and IoT, can result in extremely huge data and hence optimized data processing and hierarchical communication solutions are needed to manage such deployments and data processing networks. More research work is needed for big data spatial processing specifically for wireless networking applications, as more scalable algorithms are required for performing different tasks, such as system identification, anomaly detection, and similar problems [153] .
Moreover, from CR perspective, establishing a comprehensive spectrum modeling, accurate spectrum prediction, and flexible spectrum management necessitates the employment of big spectrum data techniques. Big spectrum data provides a comprehensive knowledge about the existing PUs over a designated geographical location, such as PU presence status, received signal strength, signal features, etc [154] . Geolocation database, REM and Spectrum Sensing as a Service (S 2 aaS) are spectrum aware systems where a big data architecture takes place in CRNs. A SU can obtain accurate spatio-temporal spectrum availability and spectrum prediction from those systems [154] - [156] . On the other hand, development of an energy efficient and cost-effective big data architecture is still facing many challenges. Some of those challenges are:
• determining the volume of required spectrum data for a specific scale, since the volume of spectrum data increases by increasing the time duration, frequency band, spatial scale of interest, and resolution. Therefore, extra computational power is required which results in extra computational burden and latency. As a solution, the use of parallel and distributed computing can help alleviating such a problem; however, the configuration and maintenance of the parallel and distributed computing are still challenging and requires more investigation.
• alleviating the deterioration of the quality of collected spectrum data caused by ambient radio conditions can be solved by adopting an appropriate radio propagation model. This challenge is more complicated in scenarios that include moving spectrum data collectors.
• increasing the processing and networking capabilities of the adopted big data architecture with low overhead can efficiently increase the number of the data users, i.e., SUs.
C. IoT MOBILITY
The application of IoT in vehicular environments or moving wireless communication system is a new research area, since mobility is a prominent characteristic pertinent to the vehicular environment. Numerous problems and challenges still require further investigations and need robust solutions.
Despite that mobility of a CR improves the sensing performance of the moving CR [157] - [159] , the handoff process of a moving IoT device from one network to another incurs extra computational burden to the network coordinator units. On the other hand, the mobility of IoT devices adversely impacts the security and privacy of the network, where mobility creates uncontrolled environment by merging and leaving of an unexpected IoT device to/from IoT networks. This seriously affects the scalability of the networks and their connectivity. Consequently, the privacy and resilience are significantly impacted because those measures mainly connected to the scalability of the networks [107] , [111] , [160] .
In addition, mobility impacts the security, identity management, privacy, trust and resilience of IoT networks. The challenge becomes more complicated as heterogeneity of IoT devices increases; therefore, developing resilient security approaches becomes a demand [107] , [110] . Moreover, developing an automatic trust computing platform, i.e., automatic trust management, to investigate the trustworthiness of emerging IoT device to the IoT networks is another challenge and future research direction.
D. GLOBAL STANDARDS
Standardization bodies exert tremendous efforts to develop standards for IoT and CRN independently. The work in [7] summarizes the standardization efforts for both IoT systems and CRN individually. However, the need to bring CR-based IoT into the reality becomes imperative. Therefore, some working groups and standardization bodies have developed some standardization efforts for CR-based IoT system, for instance, Third Generation Partnership Project (3GPP) has completed a standard for NarrowBand IoT (NBIoT) using short range wireless technologies, such as RFID and NFC. Moreover, the work is still going on in developing VOLUME 7, 2019 a standard for IoT using 5G technology and Low Power Wide Area (LPWA) network connections [161] .
The huge growth of IoT devices and applications, besides the upgrading the communication protocols, made the need to globalize standards a necessary issue. Hence, there exists no global standard for all different IoT devices, since different IoT devices adopt different wireless networks and standards. Moreover, data sharing between various IoT devices might lead to decrease the required level of security and privacy of communications. Furthermore, quality, reliability and transmission rate for remote IoT applications, such as telehealth over rural regions, are adversely impacted [14] , [162] .
Globalizing the standards is still a challenging task for the following factors
• various regulations that impose their own constraints, regularity assignments and recommendations on the standardization, as described in Section III-C,
• diversity of employed IoT devices, communication technologies, and protocols, which leads to difficulties in comprising and tackling all different requirements, especially with the rapid development in communication technologies and protocols and
• deployment scales, since the congestion and interference requirements for data transfer over large scale networks do not match those requirements for small scale networks. Besides, data privacy and security measures differ according to the deployment scale.
Finally, developing a global standard that comprises all aforementioned factors opens the door for a new future research direction in CR-based IoT evolution.
VII. CONCLUSIONS
The demand for smart and CRN enabled IoT systems is ever increasing to perceive the ambient radio conditions, analyze RF spectrum and make decisions how, when and where to transmit. This demand led to extensive research on designing CR-based IoT systems as typical paradigm for smart IoT systems by incorporating the cognition capabilities of CR. This survey has provided the existing frameworks of CR-based IoT systems, explored the recent SS and spectrum sharing approaches and highlighted the advantages and disadvantages of each approach. Moreover, the survey has identified the essential requirements of constructing CR-based IoT systems and highlighted the design factors. Furthermore, the elements of cognition cycle of CR-based IoT systems has been presented and discussed. In addition, the main focus of this survey has been on SS and spectrum sharing, since it has developed the criteria of selecting a suitable SS approach and MAC protocol for a proper CR-based IoT application. Also, this survey has explored and showed the benefits of integrating some emerging technologies, such as blockchain and ML approaches, with the CR-based IoT systems. Finally, this survey has addressed and highlighted some challenges, future research directions and open issues in designing CR-based IoT systems.
